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Introduction

In planning and performing our audit of the financial statements of the United States Capitol
Police (USCP or the Department) as of and for the year ended September 30, 2021, n
accordance with auditing standards generally accepted in the United States of America, we
considered USCP’s internal control over financial reporting as a basis for desigming audit
procedures that are appropniate in the circumstances for the purpose of expressing our opinions
on the financial statements and on internal control over financial reporting.

The Office of Inspector General (OIG) previously 1ssued our opinions on USCP financial
statements and internal control over financial reporting as of September 30, 2021 and 2020 1n our
Independent Auditor’s Report dated Apnl 22, 2022, (Report No. OIG-2022-04), in which we
communicated an unmodified opinion on mnternal control over financial reporting. However,
during our audit the OIG became aware of control deficiencies that we do not consider to be
material weaknesses or significant deficiencies, which provide opportunities to strengthen USCP
internal controls and improve the efficiency of your operations. This communication does not
affect our Independent Auditor’s Report, dated April 22, 2022.

While the nature and magnitude of these other deficiencies in internal control were not
considered important enough to merit the attention of those charged with governance, they are
considered of sufficient importance to merit management’s attention.

OIG provided USCP management a Notice of Findings and Recommendations (NFR) matrix
with 6 findings related to the Fiscal Year (FY) 2021 financial statements audit. A finding 1s a
written communication to management of an 1ssue 1dentified durning the audit. We categorized a
finding or a combination of findings as a material weakness, a sigmificant deficiency, or a
management letter comment (MLC). We categonized all six findings in the NFR matrix for FY
2021 as MLCs. USCP’s Management Letter Related to the Audit of the United States Capitol
Police’s Fiscal Years 2020 and 2019 Financial Statements (Report No. OIG-2021-03) identified
four MLCs. We closed one of the previously reported MLCs, and modified three comments.
OIG made two new findings during the FY 2021 financial statement audit.
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with USCP asset barcodes, indicating that barcoding and tracking of major components 1s
feasible (and may have been intended during installation).

Recommendation 1: We recommend that the United States Capitol Police Property and
Asset Management Division work with the Office of Information Systems to develop a
list of critical components to the radio system and ensure that the critical components
are inventoried on an annual basis.

Status of Recommendation: New Comment.

Management Response: Concur with the recommendation. The Office of Information
Systems (OIS) will work with the Property and Asset Management Division (PAMD) to
develop a list of cnitical components for annual mventory, as well as engage with the Office
of Financial Management (OFM) on implications with respect to capitalization of the radio
system.

MLC 2: Noncompliance with Employee Clock Usage Policy (Modified Repeat Comment)

OHR provided a report showing missing or no swipes (No Swipe Report) that reported 22,525
missing or no swipes related to 2,213 employees for our 12-month test period. Thus 1s down from
the 58,180 mussing or no swipes related to 1,979 employees for the 12-month test period during
FY20. The No Swipe Report included the field “Comments™ for personnel to enter explanations
related to their timesheet. The No Swipe Report also included a field labeled “Reason™ related to
these nussing swipes. Of the 22 525 missing swipes, 10,953 did not have a reason. This 1s down
from 46,158 that did not have a reason 1 FY20. Of the 22 525 nussing swipes with no reason,
6,957 also did not have a comment provided. This 15 down from 36,032 that did not have a
comment provided in FY?20.

From the sample of 45 employees, 27 employees had a total of 344 nussing or no swipes.
Reasons related to the missing swipes were: (1) forgot badge — 6, (2) forgot to swipe — 68, (3)
misdirection — 35, (4) techmical difficulty — 51, and most importantly, (5) no reason provided —
184. Of the 184 mussing swipes with no reason, 115 also did not have a comment provided.

In addition to swiping procedures, employees are also required to attest to the time reported on
their timesheets, and their supervisors are required to certify that time. These procedures provide
additional control over the integrity of employee time and attendance. However, the remaining
mnstances of unattested or uncertified time continue to pose a nisk of maccurate time and
attendance records, particularly to the extent that unattested and uncertified time coincides with
missing swipes.

Recommendation 2: We recommend the United States Capitol Police modify the time
and attendance policy to include a sentence that explicitly refers to missing swipes:

3

Management Letter Related to the Aundit of the United States Capitol Police’s OIG-2021-05, Apnl 2022
Fiscal Years 2021 and 2020 Financial Statements

— - reReE N S Y



"Supervisors are required to provide a reason that missed swipes occurred as well as
comments for missing swipes, as necessary."

Recommendation 3: We recommend the United States Capitol Police (USCP) provide
training to educate employees regarding Office of Human Resources policies and
procedures including:

(a) the importance of clock swiping and identify it as part of their performance
meitrics in terms of being compliant with USCP policies; and

(b) how to properly use the clock swipes to reduce human errors when swiping,
such as "misdirection" swipes, or incorrectly identifying a reason for offsite no
swipes.

Recommendation 4: We recommend that United States Capitol Police (USCP) continue
to monitor and enforce compliance with time and attendance policy over employee
attestation and supervisor certification of timesheets.

Status of Recommendation: Modified Repeat Finding. Limited Progress.

Management Response: Concur with the recommendation. The USCP will update the Time
and Attendance Directive to include the language, “Supervisors, or their designee, are
required to provide a reason that nussed swipes occurred as well as comments for missing
swipes, as necessary” . The Office of Human Resources (OHR)) will collaborate with the
Traming Services Bureau (TSB) to deliver online traming via APEX to educate employees
on the policies and procedures related to swiping and how to properly utilize the clocks. The
Department remains commutted to the continued monitoring of and enforcement of required
attestations and cerfifications.

MLC 3: Purchase Cards — Certification Report Forms are not Properly Prepared
(Modified Repeat Comment)

Department internal controls that ensure successful implementation and admimistration over its
Purchase Card Program need continued oversight.

A sample of 14 credit card payments were tested as part of the FY 2021 financial statement
audit. Multiple internal control exceptions were noted. For one sample, the cardholder did not
properly reconcile the purchase card buying log to the Citibank statement. The approving official
also signed off on the reconciliation package confirming proper completion. For two samples,
the purchase card holder did not sign and date the Purchase Card Holder/Approving Official
Certification Report Form (Certification Report Form) within the 7 day required period,
indicating untimely completion of the reconciliation of the Purchase Card Buying Log and
Citibank statement. For three samples, the purchase cardholder-approving official did not

properly approve the Certification Report Form within the 9 day required period.
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support staff to prioritize and remediate the discovered vulnerability within the timeframes listed
within the Vulnerability Management (VM) SOP. OIS will continue to refine the VM process to
ensure support staff are remediating vulnerabilities in accordance to the VM SOP.
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